PEKOMEHJAITNH
0 Mepax I10 MOBRIHIEHUIO 3AIHIIEHHOCTH HMHQOpMALMOHHOH HHGPACTPYKTYphI
obpazoBaTenpHbIX yupexaeHuil Poceniickoil Oepepaluu

AHanus ceefeHuil 00 yrpo3ax 6e3onacHocTH MHpOPMAUUU, POBOAUMEI B
YCIIOBHSX CKN3JBIBAYOIIEHcs OOCTAHOBKH, YKAa3blBae€T Ha YBEJIHYEHUE HHCIA
KOMITbIOTEPHKIX ATaK ¥ CBA3aHHBIX ¢ HUMH YTEUEK IEPCOHAIIBHBIX JaHHBIX.

IIpopomxaror GUKCUPOBATECA (PAKTHL OONBIIOrO KOJHYECTBA (PUINHHTOBEIX
NHCEM, MONLITOK BHEAPEHHS BHPYCOB-IUW(pPOBAIBLIMKOB YEPE3 MOUYTOBBIC
BIOXKCHHUA, @& TalkoKe pacCBUIOK 3aBefloMO JIOKHHX cooluieHui o0 akrax
TeppopusMa.

B  weiAx  mpenoTBpailieHHMs — peaNiM3aliF  YTpo3  0e30MacHOCTH
HHpopMaloHHOH HHPPAacTPYKTYpHl 00pa3oBaTenbHbiX yupexaeuuii Poccuiickoit
Depepauun HeOOXOIUMO MPUHATH JOTOIHATENBHEIC MEPHI 3alIATH HHPOPMAIHH:

I. ObecreynTh NPHMEHEHNE CPEaCTB AHTHBHPYCHOMN 3aUTH H aHTHCIIAMA, a
TaKKe CBOEBpeMEHHOE OOHOBNEHUE UX 0a3 JaHHEIX.

2. Hactponte B cpeAcTBaX aHTHBHPYCHOH  3alIMTHI, AaHTHCTIAaMa
(npu HANUYHK) OPOBEPKY BeeX NOCTYMAKOIIMX Ha SAEKTPOHHYIO MOYTY BIOKEHHUI.

3. IIpomn@opMupoBaTh Monb3oBaTeNeil HMHGOPMALUMOHHOH CHCTEMBI
0 He00X0AUMOCTH Ge3omacHoi paboTH ¢ MMCKTPOHHON MOYTOMH, a8 HMEHHO:

- BHUMATENBHO MIPOBEPATE aApec OTOPABUTENA, lakKe B Cly4Yac COBIAACHHA
HUMEHH C )K€ H3BECTHBIM KOHTAKTOM;

- Hé OTKPERIBATh ITHChMA OT HEU3BECTHBIX aJPECaToB;

- MPOBEPATH NUCBMA, B KOTOPBIX COJEP:KATcsi NPH3BIBEI K JCHCTBUAM
(HampuMep, «OTKpOil», «mpovHTai», «O3HAKOMBCS»), & TAKKe ¢ TeMaMU Mpo
({uHAaHCHL, OAHKH, FEOTIONIHTUYECKYO 0OCTAHOBKY HIIH YIpO3HI;

- HE JEePEeXOAUTh IO CCBUIKaM, KOTOPBIE COAEPKATCS B JIEKTPOHHEIX
nuchbMax, 0COO0EHHO €c/M OHH UIMHHBIE WM HaoOOpOT, HCHONB3YHOT CEPBHCHI
cokpawenus ccpuiok (bit.ly, tinyurl.com u 1.1.);

- HE HaKUMAaTh HA CCBUIKY U3 ITMCEMA, €CJIH OHU 3aMEHEHBI Ha CJIOB&;

- IIPOBEPSATE CCBHIJIKH, JaXKe €CJIH MHCHMO TIOJIYUEHO OT APYTroro Mojb30BaTels
HHQOPMALMIOHHOMH CHCTEMBI;

- HE OTKPBIBAaTh BJIOJKEHHUA, OCODEHHO €CNHM B HHX COAEPKATCs JOKYMEHTHI
C MaKpocaMi, apXHBBI C NapoJIAMH, a Takke (aiiae ¢ pacmuupenuamu RTF, LNK,
CHM,VHD;

- HE TIEPEXOJUTh II0 CCHUIKAM M HE CKa4YuBaThk Qaiinpl, colepkainecs
BO BXOAAINHX IIOYTOBBIX COOOIHEHHAX, €C/H CPE/CTBaMH aHTHBHPYCHOH 3alHTHI
B YKa3aHHBIX BJIOXKEHUIX 00HAPYKEHO BPEJOHOCHOE IIpOrpaMMHOe obecnedeHne;

- BHHUMATENBHO OTHOCHTBhCS K [HCBMaM Ha WHOCTPAHHOM A3BIKE,
¢ CONbLIMM KOJTMYECTBOM IOMyyaTenel U opdorpapuueckumMu oMMOKamMu;

- B Cy4yae TOABJICHHS COMHEHUH, HampasJTh NMOJYYEHHOE MHCHMO Kak
BJICXKKEHHE aAMUHHCTPATOPY HHGOPMAITMOHHOH CHCTEMEI.

4. AKTHBUpPOBaTS: (110 BO3IMOMXKHOCTH) MEXAHU3MBI NPOBEPKU 3]I€KTPOHHOM
MOYTHI, IPOBEPKH MOANUHHOCTH JOMEHA-OTNpaBUTeNns (HampHUMep, UCMONMb30BATh
TexHonori DKIM, DMARC, SPF), a Takke HacTpOMTEL IPOBEPKY BXOJAMIMX
MMUCEM ¢ HCTIONB30BaHUEM ITHUX TEXHOJIOTHH,
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5. 3abnokupoBath (IpH BO3MOMKHOCTH) IONYUYEHUE MONL30BATENlsd
MHQOPMALOHHOM CUCTEMEI B 3JIEKTPOHHEBIX MUCHMAX BAOXKEHHI ¢ paclIHpEeHNsAMU
ADE, ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL,
DLL, DMG, EX, EX ,EXE, HTA, INS, ISP, ISO, JAR, IS, JSE, LIB, LNK, MDE,
MSC, MSI, MSIX, MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB,
SYS, VB, VBE, VBS,VHD, VXD, WSC, WSF, WSH.

6. 3a6JIOKHPOBATD JOCTABKY MHCEM OT 3apy0exkHBIX JOMEHOB-OTIIPABUTENEH.

7. Obecneuuth perynsapHoe oOHOBJIEHHE HCHONB3YEMOIrO INPOTrpaMMHOrO
obecrieyeHus, B TOM YMUCIE Ha CEeTEeBHIX YCTpolcTBax (MapillpyTH3aTopax,
KOMMYTAaTOpax).

8. OOecneuuTh HCNOJBL30BAHUE  YCTOHYMBEIX  JAJTHMHHBIX  mapoJied
AJAMHHHCTPATUBHBIX YYETHBIX 3AITMCEM.

Ip nocTynaeHNMN HAa ajpec SNSKTPOHHON NOYTH 33BEAOMO JIOAHOIO
coo01IeHNs 00 aKTe TeppopU3Ma HEOOXOAUMO NPUHATE CIEAYIOUHE MEPHh:

1. [Toctynusiee coobuieHne 06 akTe TeppopH3Ma He YAANATS.

2. OCyllleCTBHTh KONMpPOBaHHE TEKCTa COOOIIeHUS 00 akTe TeppopuU3Ma
B BUAE CHHMMKOB 3KpaHa ycTpoiicTBa (CKpMHIIOTOB nubo dorouzobpakenui,
HOJYYEHHBIX MOCPEICTBOM LI POBoOil POTO(HUKCALHH).

2.1. Ha ckpunmotax ((poToHzo0paxeHusIx) ACKHA oToOpakarTecs
clieaytoias nHpopMalusa 06 o6beKTe:

- HazBaHMEe TeMBl IHCbMa (B TOM WYWCIe €CIHM IHCBMO HE UMeEeT
nHazBaHus:«<be3 TeMbI>» );

- aZpec 3IEKTPOHHOH HOYTHl OTNPABUTENS NHUCHMA, 3a(UKCHPOBAHHBII
B rpade, 0603HaueHHOH peKBU3HTOM «OT:»;

- IaTa ¥ BpeMA OTIpaBieHMs NHChMa,

- TEKCT NUCHbMA { BKIIOYas NMOANKUCh K HeMy, HaripuMep: «C ypaskeHHeM, MBaH
HBaHoB»), KOTOPEIT MOXET COOEPAKATHCA HEMOCPEACTBEHHO B NMHCbME M/MIIN BO
BJIIOXKCHHU K HEMY B BHI€ IpUKpemieHHoro daina.

2.2. 3aduxcupoBaTh Ha CKpPHRILOTE/DOTON300paKeHU HAJINYKE B IHCEME
BJIOXKEHHS, 4 TAKOKe IIPH OTKPBITHH €r0 3a(pUKCHpOBaTh aHANOTHYHBIM CITOCO0OM
TEKCT, KOTOPBIA OHO COJIEPIKHT.

3. HICK/IOUMTH KONMpPOB4AHHE TEKCTa COoOOLICHMA 00 aKkTe TeppopH3Ma
(ckpHHIIOTH/GOTOH300pakKeHUA) HEHaANEKAIETO KauyecTBa, OO0YCIOBACHHOTO
HeOPeKHBIM KOMUpoBaHUeEM, GoTorpadHupoBaHUEM TEKCTOB.

4. Ilpu HEBO3MOXKHOCTH (PHUKCALNU cooOIIeHmi o0 akTe TeppopHU3Ma B BHIES
CKPHHIIOTOB/(hOTOU300paXKeHHI OCYIMECTBUTh MX (GHKCAHMIO TIOCPEACTBOM
GYHKUMHA KOMMPOBaHHUA U BCTABKH B HOKYMEHT Word (¢ coxpaHeHmeM yKa3aHHOM
nHpopMmainyd 06 o0beKkTe).

5. O nocrynuBieM coobLUEHUH 00 akTe TeppopHU3Ma HezaMeIUIUTENBHO
COOGIIUTH [0 €ANHOMY HOMEpPY BEI30BA SKCTPEHHBIX ONEPATUBHHX CIyx6 «112»
Ji60 B GuKaimii opraH BHYTPEHHHX Aell.

YBK I'Y MBJI Poccuu o KpacHoaapckoMmy Kpalo



